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7 Core principles
• The BDI framework is based 
on seven core principles:

1. Connecting physical and 
digital

2. Event-driven coordination
3. Dynamic data
4. Zero Trust
5. Data at the source
6. Local decision-making
7. Coherent security



Zero Trust Principles 
•Zero Trust baseline is 
based on these principles

1. Never trust, always verify
2. Grant least privilege access
3. Continuously verify and monitor 

activities
4. Use micro-segmentation and 

isolation
5. Enforce strong identity and 

device security
6. Protect data at rest and in 

transit; ensure auditability
7. Automate and apply adaptive, 

context-aware policies



iSHARE Standard and 
framework

1. Developed by the Logistics 
community in 2015 - 2018 to 
cater for zero trust data access 
and usage control

2. Empowering data ecosystems to 
collaborate with and be 
interoperable with eachother on 
the aspects of 

• Data sovereignty ( Including 
legal) 

• Trust 
• Discovery



Governance of Trusted Organisations 
in Ecosystems 
•The BDI framework builds 
on the iSHARE 
Framework’s trusted 
participant credential 
process and issues these 
credentials

•Onboarding is the process 
of validating an organization 
before taking part in a BDI 
Association

1. Validate chamber of commerce 
registration

2. Validate signing authority 
3. Validate legal ‘responsibility’ 
4. Validate roles in the eco-system
5. (if applicable) Register M2M certificate 

for constant validation



BDI on top of iSHARE Eco-system 
1. Reuse credentials issued by trusted 

bodies that provide legal assurance on 
organisational credentials.

2. Always validate roles and credentials at 
decision points

3. Validate base “credentials” 
4. Add other Logistics specific credentials 

on top
5. Interoperable with Mobility Data Space 

and other iSHARE based Data Spaces 
( DVU, DSGO, DMI, EU Green Deal, 
EU Agri, and many others) 



BDI on top of iSHARE Eco-system 



Original onboarding flow of 
organisations



Onboarding flow of organisations 
with automatic verification



Demo Onboarding

Onboarding Portal BDI / Develop environment

Participant Registry / Association Registry

Live Production Onboarding example DVU



Standardised Data access and 
usage credentials

1. Connecting physical and 
digital

2. Event-driven coordination
3. Dynamic data
4. Zero Trust
5. Data at the source
6. Local decision-making
7. Coherent security



iSHARE Zero Trust Ecosystem 
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